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SECTION 1. INTRODUCTION 
This chapter introduces the research by presenting the problem statement 
and associated research question. The chapter concludes by defining the 
assumptions used as well the scope and significance of this particular research 
study. During the study, a large multi-national company was interviewed. But the name 
of the company will not be disclosed on the request of the company. In this research, 
they were referred to as company A. 
1.1. The Problem 
Companies today, require an effective Firewall management tool (Wool, 2008), 
which would help them in keeping their firewalls updated and avoid repetitive work of 
managing all the firewalls individually. This is because the firewall rules and policies in a 
company need to be frequently changed and modified depending on the changing 
company needs. Hence effective firewall management tools are required in order to 
automate the repetitive tasks and to save both time and resources (Harrison, 2009). 
Every company has its own set of requirements for a firewall management tool. This 
research study aimed at gathering these requirements from company A and then 
performed a detailed analysis of the currently available top three firewall management 
tools in the market, namely, Tufin SecureTrack, Algosec Firewall Analyzer, Cisco ASDM 
(Greene, 2007; Moore, 2007; Robart, 2008; &Dunn, 2009). On the basis of this research 
about  the current firewall management tools, it was observed that all the tools currently 




requirements list (eg: SOX & PCI compliant, configuration management, NATing, audit 
trail capability, etc. (Marko, 2009)). Hence this research included a gap analysis 
between the ideal set of requirements of a firewall management tool and what is 
presently available in the market. The results of the gap analysis were then used for 
designing a model or a framework for a multi-firewall Configuration Firewall 
Management tool. This newly proposed model contains all the functionalities expected 
by company A and thus satisfies all the requirements. 
1.2. Problem Statement 
The aim of this research was to analyze and review the three leading firewall 
management tools currently available in the market and to design a model for a firewall 
management tool. The analysis of the tools was done on the basis of the set of 
requirements gathered from company A. A gap analysis was also done between the 
ideal set of requirements of a firewall management tool and the requirements provided 
by the presently available tools. The new proposed model in the form of a set of 
requirements for a firewall management tool thus satisfies all the requirements gathered 
from this company.  
Problem: There are some requirements that are not getting met by any currently 
available firewall management tools. 
Solution: To design a model that will represent a set of requirements for a needed 





1.3. Research Question 
The research question is: 
How should a multi-firewall Configuration management tool be designed in order to 
satisfy the requirements gathered from company A? 
1.4. Scope  
The study in this project aimed at proposing a model that will represent a set of 
requirements for developing a multi-firewall Configuration management tool that will 
provide an integrated platform for managing all the firewalls within a particular 
enterprise. Companies today require an effective firewall management tool (Wool, 2008) 
which would enable them to keep their firewalls updated and in turn avoid the redundant 
and repetitive work of managing all the firewalls individually. The scope of this study 
was mainly to design a model for an effective multi-firewall Configuration management 
tool that will help organizations in managing their firewalls in an efficient manner.  
Managing firewalls is not at all easy when it comes to managing the architectural 
and design issues. Architecture awareness of the firewall management tool is extremely 
important. Basically, firewall is a physical device which performs the task of routing. A 
firewall can be a router or even software. Before designing a tool which satisfies all the 
requirements gathered, it is necessary to define the architecture of this tool as well 
define the different zones, rule sets, etc. Packet filtering is performed between zones 
(e.g.: DMZ –demilitarized zones) and while designing a tool it is essential to determine 








The above figure shows the tool mechanism to accept architecture and service 
as input. As shown in the diagram, architectural definition consists of routers, switches, 
etc. The services are associated with hosts, segments and it is important to define what 
these services are and which port numbers are associated with these services. It can 
thus be seen that tool architecture and its design plays an important role in any firewall 
management too development. Also optimization of rule set needs to be done in which 
optimization of how many rules a packet hits on, for example, is performed. Performing 
optimization of a rule set in this research study would have increased the scope to a 
large extent. Although the above mentioned issues need to be taken into account, they 
were outside the scope of this research study. Thus the issues like how zones are 
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defined, the architectural definition of such a firewall management tool along with the 
services and rules were not included in the scope of this study. 
The scope of this project included the requirements gathering phase in which the 
requirements from company A were collected. Company representatives were 
interviewed to gather the requirements of a Firewall Management tool. Requirements 
were also gathered from the Literature Review done for this project. Once these 
requirements were gathered, the study included analyzing three leading firewall 
management tools that are available currently in the market.  These three topmost 
firewall management tools were determined based on their sales and market share. For 
the purpose of this study, the firewall management tools that were analyzed are Tufin 
SecureTrack, Algosec Firewall Analyzer, Cisco ASDM (Greene, 2007; Moore, 2007; 
Robart, 2008; &Dunn, 2009). Once this product analysis was done, the next step in the 
study was a gap analysis. In this gap analysis phase, the requirements gathered from 
the requirements gathering phase were compared with the functionalities provided by 
the three firewall management tools mentioned above. Furthermore, based on this gap 
analysis, the scope of the study covered the designing of a model for a firewall 
management tool that will satisfy all the requirements mentioned in the requirements 
gathering document.  
The study did not include actual implementation of the firewall management tool. 
It just aimed to propose a model for an integrated multi-firewall Configuration 
management tool. Managing firewalls individually becomes a tedious and repetitive task 
for companies. Hence the need for an effective firewall management tool that will satisfy 




firewall Configuration management tool which would reduce companies’ repetitive work 
was the main aim of this proposed study. It created a model for this new proposed tool 
based on the set of requirements gathered from company A and gap analysis. The 
study thus focused on four main stages, namely, requirements gathering, Product 
analysis of three current Firewall Management tools, gap analysis, and design of model 
for the new Firewall management tool. This would help the organizations in performing 
better multi-firewall Configuration management using the new proposed tool. 
1.5. Significance of the Problem 
Firewalls manage large traffic across the corporate network today. These 
firewalls help in filtering tremendous amounts of packets daily. The corporate security 
policy implemented in these firewalls consists of thousands, of rules and objects such 
as groups of servers, user machines, sub-networks in the data center, and networks in 
company branch offices or DMZs (demilitarized zones) (Wool, 2008). Today, most of 
the business and corporate needs are dynamic. Hence firewall rules and policies need 
to be frequently changed and modified. These continuous changes make the firewall 
configuration large and complex. It thus becomes hard to manage these firewalls.  
Moreover, due to the complexity of the configuration, the performance of the 
firewall reduces which may in turn cause security issues. For example, if a rule is 
created to allow a temporary service to work for a limited time, but the administrator fails 
to delete the rule after the task is finished, this introduces security risks (Wool, 2008). A 
survey conducted by IDC states that due to inability to manage the firewall rules and 
compliance requirements, labor costs tend to increase. The study also found that the 
  
average enterprise faces about 300 network attacks every year while 10 percent of the 
organizations experienced more than 1,200 attacks per year (Jowitt, 2009). These 
attacks lead to network breaches.  The survey indicated that losses from such network 
and data breaches were much more than
(Jowitt, 2009). 
Also it becomes a complex task to identify unused or duplicate rules manually. 
With the use of an effective firewall management tool, companies can clean up their 
firewall rules and policies, boost firewall performance and eliminate security holes 
(Wool, 2008). 
 
    Figure
Firewall management tools also help in reducing the repetitive work that needs to 
be done for changing the firewall policies. This will help in avoiding security threats. 
Thus firewall management tools are required in order to automate these repetitive tas
as much as possible. An efficient firewall management tool will prove to be beneficial in 
such a way that once the entire process is automated, it becomes fast and saves both 
 the costs for operating firewall architecture 







time and resources. Automation using firewall management tool also helps to reduce 
mistakes, thereby improving service quality. It also provides better visibility to managers 
and control over the entire firewall management process (Harrison, 2009). 
 
Forrester Research Analyst John Kindervag, in a recent report on firewall 
management tools, found that 80% of the enterprise firewalls tested in an investigation 
are configured incorrectly (rules not hit, several unused rules) (Marko, 2009). It can thus 
be seen that today’s complex firewall network makes manual firewall auditing almost 
impossible. Hence firewall management tools are extremely essential. According to 
Ruvi Kitov, CEO of Tufin, firewall management tool provides three main benefits 
(Marko, 2009): 
• improves the quality and consistency of firewall management, especially in a 
multi device, multivendor environment 
•  it ensures that all configuration changes are in line with corporate security policy 
• it automates many manual, repetitive tasks 
Thus operational efficiency can be increased to 95% by the use of firewall management 
tool (Marko, 2009). In spite of all the advantages, 89% of companies fail to use these 
firewall management tools and hence have to face difficulties in managing their firewalls 
(Marko, 2009). 
An effective Firewall Management tool will thus prove to be significant in the 
following manner: 
 Reduction of manual, repetitive & error-prone tasks 




 Enhance management process –by preparing reports & audits 
 Better visibility 
It is hoped that the research involved in this study would be able to help the 
various organizations perform effective firewall management using the appropriate tool 
for their company. There is a great need of an effective firewall management tool for 
each and every organization today as mentioned above. The proposed solution for a 
firewall management tool aimed at designing an effective model which would satisfy all 
the requirements gathered from companies and in turn help in managing the firewalls 
effectively. This would prove to be significant for the companies as it will manage all the 
firewalls effectively which will in turn be beneficial for a company’s progress by reducing 
the double efforts of updating firewalls individually.  
Hence it can be seen that this proposed study would make company’s job easier 
by managing the firewalls effectively using the new proposed design of a Firewall 
Management tool. 
1.6. Assumptions 
The research was performed using the following assumptions: 
1. The companies that are not using the Firewall management tools manage the 
firewalls individually without the use of any tool. 
2. The Firewall Management tools that will be studied for the research are only 




3. The results and opinions given by companies about the firewall management 
tools they are using are true and valid. 
4. The information given by companies about the different firewalls being used in 
the company and their managing techniques is correct and valid. 
5. If a particular tool satisfies all the requirements mentioned by the companies, 
then that tool is considered to be effective. 
 
1.7. Delimitations 
The delimitations of this research study included: 
1. Firewall management tools that are not commercially available are not 
considered in this study. 
1.8. Limitations 
The limitations for this research were: 
1. Only three firewall management tools which are commercially available in the 
market are used for the study. These tools are Tufin SecureTrack, Algosec 
Firewall Analyzer, Cisco ASDM (Greene, 2007; Moore, 2007; Robart, 2008; 
&Dunn, 2009). 
2. Requirements are gathered from one company (company A) that intends to use 
Firewall management tool in the future or is currently using one. 
3. For requirements gathering, no exhaustive survey will be done but requirements 




4. The effectiveness of a particular Firewall management tool is measured based 
on company reviews about the tool and whether the tool satisfies all the 
requirements given by the company. There is no other measure or unit to 
measure tool effectiveness. 
5. The study is limited to making suggestions and proposes a model for a firewall 




Firewall - A firewall is a set of related programs, located at a network gateway server  
that protects the resources of a private network from users from other networks 
[3]. 
Firewall Management – It is the centralized control & management of all firewalls and 
performs comprehensive analysis of our firewall configurations that includes 
extensive checks for security risks in the firewall policy [4]. 
PCI - Payment card industry (PCI) compliance is adherence to a set of specific security 
standards that were developed to protect card information during and after a 
financial transaction [16].  
SOX - The Sarbanes-Oxley Act of 2002 (often shortened to SOX) is legislation enacted 
in response to the high-profile Enron and WorldCom financial scandals to protect 
shareholders and the general public from accounting errors and fraudulent 




Exchange Commission (SEC), which sets deadlines for compliance and publishes 
rules on requirements [17]. 
ACL - An access control list (ACL) is a table that tells a computer operating 
system which access rights each user has to a particular system object, such as a 
file directory or individual file. Each object has a security attribute that identifies its 
access control list [20]. 
NAT - NAT (Network Address Translation or Network Address Translator) is the 
translation of an Internet Protocol address (IP address) used within one network 
to a different IP address known within another network. One network is 
designated the inside network and the other is the outside [18]. Network Address 
Translation allows a single device, such as a router, to act as an agent between 
the Internet and a local network. This means that only a single, unique IP address 
is required to represent an entire group of computers [22].  
SMTP - SMTP (Simple Mail Transfer Protocol) is a TCP/IP protocol used in sending and 
receiving e-mail [19]. 
Syslog – Syslog is a nothing but a standard which is used to log system and program 
messages. It is used for security management to store reports and analyze them 
(Guthrie, J). 
RBAC – RBAC (Role Based Access Control) is a method for controlling what 
information computer users can utilize, and the programs that they can run, and 
the modifications that they can make. It is a technical means for controlling 




LDAP - LDAP, Lightweight Directory Access Protocol, is an Internet protocol that email 
and other programs use to look up information from a server (Marshall, 2008). It is 
used for querying and modifying data using the available directory services [24].  
SNMP - The Simple Network Management Protocol (SNMP) is an application layer 
protocol that facilitates the exchange of management information between 
network devices. It is part of the Transmission Control Protocol/Internet Protocol 
(TCP/IP) protocol suite. SNMP enables network administrators to manage 
network performance, find and solve network problems, and plan for network 
growth [21]. 
1.10. Summary 
This chapter introduced the research contained within this study, outlining 
the key research questions and variables. Additionally this chapter noted the 
limitations and delimitations of the chosen scope, and its contribution to the body 




SECTION 2. LITERATURE REVIEW 
This chapter provides a summary of recent research literature in the area 
of Firewall Management, providing both a base understanding of the tools currently 
being used in the subject area as well as motivation going forward to new proposed 
framework. 
2.1 Introduction 
The literature review aims at reviewing the past scholarly work on firewall 
management and the use of firewall management tools for managing the firewalls 
efficiently. It aims at finding out the drawbacks of not using an effective firewall 
management tool and how it is extremely essential for an organization to use the right 
kind of firewall management tool. Papers and journals from education, technology, and 
computer science and information security were extracted and belong to research in 
higher education domains. 
 
2.2  Need of an effective Firewall Management Tool 
Firewalls manage large traffic across the corporate network today. These 
firewalls help in filtering tremendous amounts of packets daily. The corporate security 




as groups of servers, user machines, sub-networks in the data center, and networks in 
company branch offices or DMZs (demilitarized zones) (Wool, 2008). A survey 
conducted by IDC states that due to inability to manage the firewall rules and 
compliance requirements, labor costs tend to increase. The study also found that the 
average enterprise faces about 300 network attacks every year while 10 percent of the 
organizations experienced more than 1,200 attacks per year (Jowitt, 2009). These 
attacks lead to network breaches.  The survey indicated that losses from such network 
and data breaches were much more than the costs for operating firewall architecture 
(Jowitt, 2009). 
Today, most of the business and corporate needs are dynamic. Hence firewall 
rules and policies need to be frequently changed and modified. These continuous 
changes make the firewall configuration huge and complex. It thus becomes hard to 
manage these firewalls. Moreover, due to the complexity of the configuration, the 
performance of the firewall reduces which may in turn cause security issues. For 
example, if a rule is created to allow a temporary service to work for a limited time, but 
the administrator fails to delete the rule after the task is finished, this introduces security 
risks (Wool, 2008). Also it becomes a complex task to identify unused or duplicate rules 
manually. With the use of an effective firewall management tool, companies can clean 
up their firewall rules and policies, boost firewall performance and eliminate security 
holes (Wool, 2008). In a recent study in the ISSA Journal titled “An Analysis of Firewall 
Rulebase (Mis)Management Practices” Notre Dame researchers Mike Chapple, John 




firewall management practices (Marko, 2009). Furthermore, they say that administrators 
make configuration errors which may cause several security threats.  
Firewall management tools also help in reducing the repetitive work that needs to 
be done for changing the firewall policies. This will help in avoiding security threats. 
Thus firewall management tools are required in order to automate these repetitive tasks 
as much as possible. An efficient firewall management tool will prove to be beneficial in 
such a way that once the entire process is automated, it becomes fast and saves both 
time and resources. Automation using firewall management tool also helps to reduce 
mistakes, thereby improving service quality. It also provides better visibility to managers 
and control over the entire firewall management process (Harrison, 2009). 
Forrester Research Analyst John Kindervag, in a recent report on firewall 
management tools, found that 80% of the enterprise firewalls tested in an investigation 
are configured incorrectly (rules not hit, several unused rules) (Marko, 2009). It can thus 
be seen that today’s complex firewall network makes manual firewall auditing almost 
impossible. Hence firewall management tools are extremely essential. According to 
Ruvi Kitov, CEO of Tufin, firewall management tool provides three main benefits 
(Marko, 2009): 
• improves the quality and consistency of firewall management, especially in a 
multi device, multivendor environment 
•  it ensures that all configuration changes are in line with corporate security policy 
• it automates many manual, repetitive tasks 
Thus operational efficiency can be increased to 95% by the use of firewall management 




firewall management tools and hence have to face difficulties in managing their firewalls 
(Marko, 2009). 
 
2.3  Firewall Management tool Requirements 
Corporate firewalls have a set of predefined rules, which consist of prioritized 
sequences of, allow or deny decisions (Ogren, 2009). Removing or re-sequencing 
firewall rules runs the risk of blocking approved business communications or of opening 
a hole exposing the business to unauthorized traffic. As mentioned in the section above, 
it is almost impossible for a human to manually audit firewall rules across the enterprise 
to reduce risk, optimize firewall device performance, and streamline data paths through 
routers, switches and firewalls (Ogren, 2009). Hence security and firewall teams have 
now started using firewall management tools to perform security audits of the 
infrastructure and automate operational control of the firewalls. In order to evaluate a 
Firewall Management tool or vendor, a company must check if they satisfy the following 
primary requirements (Ogren, 2009): 
• Segment sensitive applications from general business traffic: For example, 
firewalls are mandated by PCI and are designed to partition the credit card 
processing systems from the rest of the network in order to prevent consumer 
data leakage. Sometimes, policies defined by corporate sector may isolate 
datacenters or network operating centers. It is essential to configure the 
relationships between firewalls to allow only application data and to block all 
other access. This would also help in verifying whether the rules are being 




•  Implement workflow controls and operational processes to ensure 
consistency across the network. Security teams implementing process control 
over firewall rule changes are finding operational benefits in fewer service calls, 
less time to meet firewall service calls, quality improvements through peer 
reviews and approvals, and easier maintenance of a compliant state (Ogren, 
2009). 
• Gain a consolidated business view across a multivendor firewall 
environment. Some firewalls have thousands of rules while other vendors 
support fewer, more comprehensive rule sets. It may be challenging to rationalize 
the security policies mentioned in rules across firewall devices from different 
vendors such as Check Point Systems Inc., Cisco Systems Inc. and Juniper 
Networks Inc (Roiter, 2008). 
• Improve network performance and effectiveness by coordinating firewalls, 
routers and switches. Every rule that needs to be checked in a firewall, router 
or switch adds latency. Organizations optimizing the performance of network 
devices need firewall management tools to compare the configurations of 
firewalls, routers and switches to identify rules that can be safely removed 
(Ogren, 2009). 
• Compliance requirements: Compliance requirements such as PCI, SOX 
requiring regular review of firewall and router access policies are one of the 





• SME support:  A critical evaluation criteria for a firewall management tool is to 
check if it provides SME support or not (Marko, 2009).  
 
2.4  Current Firewall Management tools 
                Auditing firewalls to keep regulators happy and tracking rule changes - 
especially for businesses buying firewalls from multiple vendors is a major difficulty that 
companies are facing today (Greene, 2007).According to some customers, Firewall 
management tools from vendors AlgoSec, Secure Passage and Tufin, have the ability 
to report firewall statistics to prove compliance with industry and government standards, 
and also can consolidate rules so that firewalls run more efficiently (Greene, 2007). 
  Young, a research vice president at Gartner says that individual firewall vendors 
have tools to configure and logs to record rules changes, but they do not have the 
capability to simulate inserting new rules in existing rule sets to see their impact. 
AlgoSec, Cisco, Secure Passage and Tufin are the only vendors he knows who offer 
this type of functionality (Greene, 2007). But these tools do so only for a few major 
firewall vendors, namely, Juniper, Cisco, Secure Track, etc. 
Adam Forester, supervisor of network security for medical transaction processing 
firm Emdeon Business Services in Nashville, Tenn., says he turned to Tufin because 
Check Point tools could not do as good a job optimizing his 100-plus firewalls (Greene, 
2007). According to Forester’s Research, Check Point products are unable to provide 
real optimization, which means, the ability to eliminate a rule because it uses the same 
services that another rule is also using. Forester also found out that Tufin software runs 




take to do the same optimization manually. He says the software reduced the number of 
rules in one firewall from about 600 to 200, reducing the CPU power demanded to 
process traffic (Greene, 2007). 
Gartner’s Young says that trimming down the number of firewall rules means it is 
simpler to audit them. That translates into lower prices for audits because they take less 
time (Greene, 2007). The problem with new firewalls is that they have the potential to 
cause problems in ways that are almost impossible to predict. Firewall management 
tools must be able to monitor traffic to reverse engineer security policies based on the 
applications and network protocols actually being used (Dunn, 2009).  
David Lawson, director of risk management at Acumen Solutions Inc., a business 
and technology consulting firm gave the example of an administrator who, when 
troubleshooting a newly installed application, puts in a rule that accepts all traffic and 
then leaves that rule unused (Moore, 2007). Ron Ritchey, a principal with strategy and 
technology consultant Booz Allen Hamilton (Moore, 2007), said rule set analysis can 
also catch inconsistencies among firewalls. For example, an organization’s filtering 
policy may be to block Windows networking ports at the perimeter. In zone network 
architecture, administrators may leave TCP ports 135, 139 and 445, as well as UDP 
port 138, open on the local firewall, thinking the perimeter device has it covered. A 
reversal of the perimeter policy, however, would introduce vulnerabilities downstream. 
According to Ritchey, the Windows networking case is an excellent example of 
something that people often block at the perimeter of their network and then do not 




firewall analysis and auditing by these companies include tools such as AlgoSec’s 
Firewall Analyzer, Tufin Secure Track, Cisco ASDM, etc (Moore, 2007). 
Today, AlgoSec Firewall Analyzer (AFA) is being used by one of the world’s 
largest IT management software companies, CA, Inc., to automate time-consuming, 
manual firewall and router audit and analysis (Robart, 2008). According to William 
Welch, director of IT Security at CA, AlgoSec Firewall Analyzer can help them manage 
their firewalls with greater accuracy and at much lower cost. More than 200 enterprises 
worldwide are using AlgoSec's software solutions to track changes to firewall 
configurations, or help in handling unused and duplicated rules (Robart, 2008). 
 According to Marketwire (2009), AlgoSec Firewall Analyzer received SC 
Magazine's "Best of 2009" honor as one of the industry's leading firewall management 
solutions. The recognition follows the products' recent five-star rating and "SC 
Recommended" designation in SC Magazine's Policy Management Group Test. 
Thus from the above analysis it can be seen that the Firewall Management tool 
vendors, namely, Tufin, Algosec and Cisco are the three leading currently used firewall 







2.5  Summary 
After the review of the past work, it was clearly evident that there is a great need 
of an effective multi-firewall Configuration management tool for each and every 
organization. The study in this project thus aimed at proposing a solution for developing 
a multi-firewall Configuration management tool that will provide an integrated platform 
for managing all the firewalls. The solution was proposed by studying, reviewing and 






SECTION 3. METHODOLOGY 
This chapter covers the research framework, and the methodology used in this 
research study. 
3.1 Introduction 
This research aimed at analyzing and reviewing the three leading firewall 
management tools currently available in the market, namely, Tufin SecureTrack, 
Algosec Firewall Analyzer, Cisco ASDM (Greene, 2007;Moore, 2007;Robart, 2008; 
&Dunn, 2009) and designing a model for a firewall management tool. A gap analysis 
was also done between the ideal set of requirements of a firewall management tool and 
the requirements provided by the presently available tools. Thus the problem statement 
was to design a model for an ideal Firewall Management tool which would satisfy the 
requirements gathered from company A. 
 
3.2  Research Type and Framework 
This research presented a quantitative study approach on the three topmost 
firewall management tools available in the market. Based on this study, it involved 




and literature review. The research followed an experimental model in which 
requirements from a single company were gathered and other requirements were 
gathered from the literature review. Also, this research reviewed and studied the three 
topmost firewall management tools currently available in the market.  
3.3  Hypotheses  
The research focused on the following hypotheses: 
H0 : There is no such firewall management tool currently in the market that satisfies all 
the requirements gathered from the research. 
Hence, it was extremely essential to design a model for a multi-firewall 
Configuration Management tool which would satisfy the requirements gathered from 
company A. In order to design this, a severe gap analysis was done between the ideal 
set of requirements of a firewall management tool and the requirements provided by the 
presently available tools. 
 
3.4  Methodology/Procedure 
The diagram given below shows the different stages that were followed 








The research study focused on four main stages: 
1. Requirements Gathering: 
This phase mainly included gathering of requirements from a pre-decided 
company, company A. This company A gave its requirements about a firewall 
management tool (Refer Appendix A). Requirements were also gathered from 
the literature review that was done for this study. At the end of this stage, an 
ideal set of requirements were gathered which were then used for gap analysis 
stage. 
Key Deliverable:  A matrix containing all the set of requirements gathered from 
company A with their definitions and their significance. 
Requirements Gathering 
Stage 1 
  Product Analysis 
   Gap Analysis 
Design of a model for the new     











2. Product Analysis: 
This phase involved the study of three leading firewall management tools 
currently available in the market. These tools are Tufin SecureTrack, Algosec 
Firewall Analyzer, Cisco ASDM (Greene, 2007; Moore, 2007; Robart, 2008; 
&Dunn, 2009). Based on the requirements gathered in the stage 1, each and 
every firewall management tool from the three leading tools were studied and 
reviewed to check if the tool satisfies the requirements list. This analysis gave a 
list of the requirements provided by these currently available tools. 
Key Deliverable: A document containing the final analysis of the requirements 
satisfied by the three leading tools currently available in the market. 
 
3. Gap Analysis: 
After the product analysis stage, the study aimed at performing a gap 
analysis. In this gap analysis phase, the requirements gathered from the 
requirements gathering phase were compared with the functionalities provided by 
the three firewall management tools currently available in the market. In short, 
this stage aimed at finding the gaps between the ideal set of requirements of a 
firewall management tool and the requirements provided by the presently 
available tools. 
Key Deliverable: A document showing the gaps between the ideal set of 
requirements of a firewall management tool and the requirements provided by 




4. Design of model for the new multi-firewall Configuration management tool: 
Based on this gap analysis, the scope of the study included the designing 
of a model for a multi-firewall Configuration management tool that would satisfy 
all the requirements mentioned in the requirements gathering document. This 
design should satisfy all the requirements such that it becomes a multi-firewall 
Configuration Management tool. But this study did not include actual 
implementation of the firewall management tool. It just aimed to propose a model 
for an integrated multi-firewall Configuration management tool. 
Key Deliverable: A model that would represent a set of requirements which would 
help in developing an ideal firewall management tool.  
 
 
3.5  Summary 
Thus the chapter covered the research methodology which was followed 
throughout the study. The research followed a quantitative approach using an 
experimental model to propose a solution for a multi-firewall Configuration Management 
tool. The entire research study followed a four step process starting from the 
requirements gathering to design of model for the new Firewall management tool. This 






SECTION 4. FINDINGS 
This chapter talks about the research findings for developing a multi-firewall 
configuration management tool. The chapter provides these research findings in stages 
as mentioned in Section 3, Methodology. Each stage includes a description of how the 
research was conducted and then provides a final deliverable for each stage. 
4.1  Stage 1: Requirements Gathering 
The stage 1 was the most important phase of this research study. This phase 
mainly included gathering of requirements from a pre-decided company, company A. 
This company A gave its requirements about a multi-firewall configuration management 
tool. The company experts and people working in the Information Security and Risk 
Management domain were interviewed for getting these requirements for the tool (See 
Appendix A). Requirements were also gathered from the literature review that was done 
for this study. Various articles written by expert people in this field were gathered in 
order to find out the requirements for a firewall management tool. All these gathered 
requirements were then listed down into a matrix. Thus the deliverable or the output for 
this stage is a matrix containing all the set of requirements gathered from company A as 




requirement. It also shows the source from which that particular requirement was 
gathered. 
The matrix given below shows the key deliverable for this stage. Column 2 shows 
the Requirements gathered from Company A and the literature review. Column 3 gives 
the definition and significance of each requirement respectively. This matrix was further 
used in the stage 3, Gap Analysis. 
 




Firewall Management Tool Requirements Definition and Significance 
1. 
 
Configuration Management - inserting new rules in the 
existing rule set. 
- Adding rules to the current set of 
firewall rules through a centralized 
console 
- Reduction of manual, repetitive, 
error-prone tasks 
2. Regulatory audits compliant with SOX & PCI 
- Performing audits to check if 
changes are compliant or in line 
with corporate security policies like 
SOX, PCI 
3. 
Audit trail capability - capture rogue entries and notify 
 
- Ability to identify unauthorized 
entries into the zone and if not 
approved then send notification 
- Better visibility 
4. 
Look for expired IP's and cleaning up those port openings 
 
- Removal of expired or dead IP 
addresses and opening those port 
addresses for further usage. 
- Improved workflow management 
5. 
Automate the software/firmware update process 
 
- Instead of manual update of the 
software processes, automatic 
update using appropriate tool 






Integration with SMTP (Simple Mail Transfer Protocol) 
 
-Providing support for SMTP which 
enables sending and receiving 
emails efficiently 
7. 
Appropriate format (labels) showing the workflow process 
and capability to communicate with requester. 
 
-Proper design of the tool with 
labels indicating the processes 
-Alerts and messages can flow out 
to communicate with the user 
8. 
Needs to have scripting capability and API capability -
extensibility 
 
-Ability to add rules in a group and 
to apply these rules into a process 
-Ability to track changes, port 
openings and send notifications 
- Improved workflow management 
9. 
Mapping capabilities with network boundaries 
 
- Ability to map the requirements 
across network boundaries 
- Better visibility, consistency of the 
tool in multi-device environment 
10. 
Comments - Space for specific use/requests 
 
- Ability to add comments, views 
and other user request 
- Improved workflow management 
11. 
Supporting Firewalls from multiple Vendors 
 
- Ability to support multi-vendor 
firewall environment 
- Improves quality and consistency 
of the tool  
12. 
High availability support   
 
- Ability to provide high availability 
and backup in case of failure 
- Increase in efficiency and 
workflow management 
13. 
Device Configuration Export/synchronization 
 
-Ability to configure and 
synchronize the devices being 
used 
- Enhanced management process 
14. 
User friendly GUI interface 
 
-GUI interface of the tool should be 
easy to understand and use. 






Secure Management - SSL 
 
- Ability to manage the tool 
securely using SSL(Secure Socket 
Layer) 




-Ability to use NATing to help 
manage the IP addresses. 




Correlation with vulnerabilities 
 
- Ability to identify correlation with 
the vulnerabilities present in the 
tool 
- Improved security and visibility 
18. 
Syslog auditing and management 
 
- Ability to perform syslog auditing 
and managing these logs of 
system messages 






- Provision of a centralized console 
for managing and updating the 
firewalls 
- Improved workflow management,  
& reduction in manual, repetitive 
tasks 
20. Separate Configuration replication database for each 
- Ability to maintain separate 
databases in case of configuration 
replication 
- Provides backup for recovery 
- Improved workflow management, 
efficiency 
21. 
Role Based Access Controls (RBAC) 
 
- Provide RBAC to restrict system 
access to authorized users 
- Improved system security, better 
visibility 
22. 
Active Directory Integration and LDAP authentication 
 
- Ability to integrate the active 
directory with LDAP for querying 





- High extensibility, improved data 
management 
23. 
SNMP modeled by smarter devices 
 
- Providing SNMP for exchange of 
network information between 
devices 
- Helps manage network 
performance, solve network 
problems 
- Improved security, network 
management 
 
The following table shows the source from which a particular requirement is gathered. 
For this, refer to table 1 given above. Column 1 gives the requirement number as 
mentioned in table 1. Column 2 gives the source of that particular requirement. 
 







Company A, & Marko, 2009 
 
2. 
Company A, & Marko, 2009 
 
3. 









































17. Company A 
18. 
Company A, & Robart, 2008 
 
19. 
















4.2  Stage 2: Product Analysis 
The second stage of this research study was the Product Analysis stage. This 
phase involved the study of three leading firewall management tools currently available 
in the market. These tools are Tufin SecureTrack, Algosec Firewall Analyzer, Cisco 
ASDM (Greene, 2007; Moore, 2007; Robart, 2008; &Dunn, 2009). All the above three 
tools were studied and analyzed to find out the requirements which these tools satisfy. 
The requirements which these tools satisfy were then listed in a document/matrix. Thus 
the product analysis gave a list of the requirements provided by these currently 
available tools. 
The matrix given below shows the key deliverable for this stage. Column 1 shows 
the Functionalities provided by the tool Cisco ASDM. Column 2 shows the 
Functionalities provided by the tool Tufin SecureTrack and Column 3 gives the shows 
the Functionalities provided by the tool Algosec Firewall Analyzer. This Matrix was then 









Table 3 Product Analysis 
 
Functionalities of Cisco ASDM 
Functionalities of Tufin 
SercureTrack 
Functionalities of Algosec 
Firewall Analyzer 
Configuration Management - 
inserting new rules in the existing 
rule set. 
Configuration Management - 
inserting new rules in the 
existing rule set. 
Configuration Management - 
inserting new rules in the 
existing rule set. 
Regulatory audits compliant with 
SOX & PCI 
Regulatory audits compliant 
with SOX & PCI 
Regulatory audits compliant 
with SOX & PCI 
Audit trail capability - capture rogue 
entries and notify 
Audit trail capability - capture 
rogue entries and notify 
Audit trail capability - capture 
rogue entries and notify 
Look for expired IP's and cleaning 
up those port openings 
 
Look for expired IP's and 
cleaning up those port openings 
 
Look for expired IP's and 
cleaning up those port openings 
 
Automate the software/firmware 
update process 
 
Automate the software/firmware 
update process 
 
Automate the software/firmware 
update process 
 
Appropriate format (labels) showing 
the workflow process and capability 
to communicate with requester. 
 
Integration with SMTP 
 
Appropriate format (labels) 
showing the workflow process 
and capability to communicate 
with requester 
Needs to have scripting capability 
and API capability -extensibility 
Appropriate format (labels) 
showing the workflow process 
and capability to communicate 
with requester. 
Comments - Space for specific 
use/requests 
 
Mapping capabilities with network 
boundaries 
Needs to have scripting 
capability and API capability -
extensibility 
 
Supporting Firewalls from 
multiple Vendors 
 
Comments - Space for specific 
use/requests 
 
Comments - Space for specific 
use/requests 
 
High availability support 
 
High availability support 
 
Supporting Firewalls from 
multiple Vendors 
 




High availability support 
 





User friendly GUI interface 
 




Secure Management - SSL 
 
Secure Management - SSL 
 
Role Based Access Controls 
 











Separate Configuration replication 




Role Based Access Controls 
SNMP modeled by smarter 
devices 
 



















4.3  Stage 3: Gap Analysis 
After the product analysis stage was performed, a gap analysis was done. The 
requirements gathered from the requirements gathering phase in stage 1 were 
compared with the functionalities provided by the three firewall management tools in 
stage 2. Thus the deliverables from stages 1 and 2 were used in the third phase which 
is the gap analysis. The Gap Analysis phase helped in finding the gaps between the 
ideal set of requirements of a multi-firewall configuration management tool and the 
requirements provided by the presently available tools. 
The findings of this phase were indicated in the form of a matrix which shows the 
gaps between the ideal set of requirements of a firewall management tool and the 
requirements provided by the tools in phase 2. This matrix will help in the last stage of 
the research which is to form the final list of requirements of a multi-firewall 
configuration management tool. 
The following matrix shows the gap analysis between the set of requirements 
and the three leading firewall management tools. Column 1 shows the list of 
requirements gathered from Company A and Literature review. This set of requirements 
is taken from the output of stage 1 of this research study. Column 2, 3 and 4 indicate 
whether the tools Cisco ASDM, Tufin SecureTrack and Algosec Firewall Analyzer, 





Table 4 Gap Analysis 








Configuration Management - inserting new rules in the 
existing rule set. 
 
 




   
 
 
Regulatory audits compliant with SOX & PCI    
Audit trail capability - capture rogue entries and notify    
Look for expired IP's and cleaning up those port 
openings 
 
   
Automate the software/firmware update process 
 
   
Integration with SMTP 
 
X  X 
Appropriate format (labels) showing the workflow 
process and capability to communicate with requester. 
   
Needs to have scripting capability and API capability -
extensibility 
 
  X 
Mapping capabilities with network boundaries 
 
 X X 
Comments - Space for specific use/requests 
 
   
Supporting Firewalls from multiple Vendors 
 
X   
High availability support 
 
   
Device Configuration Export/synchronization 
 
 X X 
User friendly GUI interface    
Secure Management - SSL 
 
   




Corelation with vulnerabilities 
 
X X X 
Syslog auditing and management 
 
  X 
Centralized Management 
 
   
Separate Configuration replication database for each 
 
 X X 
Role Based Access Controls 
 
   
Active Directory Integration and LDAP authentication 
 
X X X 
SNMP modeled by smarter devices 
 
X  X 
 
The above matrix clearly shows the gap analysis between the three leading 
firewall management tools, namely, Cisco ASDM, Tufin SecureTrack and Algosec 
Firewall Analyzer. All the three tools are compared based on the list of requirements of 
a firewall management tool gathered in stage 1. In the above matrix, a ‘’ indicates that 
the tool satisfies the requirement mentioned in that row. On the other hand, ‘X’ indicates 
that the tool does not provide the requirement mentioned in that row of the matrix. 
The gap analysis performed indicates that none of the above mentioned firewall 
management tools satisfy all the requirements gathered from the study. But the 
SecureTrack tool provided by Tufin met most of the requirements which were gathered 
in stage 1 of the study. Thus this tool can be used as a standard tool for multi- firewall 
management and then the missing requirements can be added to the newly designed 
tool. From the above matrix, it can also be seen that two requirements from all the other 
requirements are not met by any of the three leading firewall management tools. The 




authentication are absent in all the three tools being discussed. Thus the ideal design of 
a multi-firewall management tool would be a tool which satisfies all the above 





























4.4 Stage 4:  
Design of model for the new multi-firewall Configuration management tool 
 
This was the final stage of the research study. The results of the previous stage 
of gap analysis were used for this phase. Based on the gap analysis done before, the 
fourth stage included the designing of a model for a multi-firewall Configuration 
management tool that would satisfy all the requirements mentioned in the requirements 
gathering document in stage 1. This design satisfies all the requirements for a multi-
firewall Configuration Management tool. As mentioned in the limitations in section 1, this 
study did not include actual implementation of the firewall management tool. It just 
proposed a model for an integrated multi-firewall Configuration management tool. 
The final output of this research study included a model that would represent a 
set of requirements which would help in developing an ideal multi-firewall configuration 
management tool. This model is nothing but all the requirements that were gathered 
from Company A and the literature review. In order to view the model for an ideal multi-
firewall configuration management tool, refer to Table 1 given in stage 1 of the research 
study (Section 4.1). This table which is in the form of a matrix of set of requirements is 
the design which can be used in implementing a multi-firewall configuration 
management tool. Thus validation of the requirements was done based on the table 




As seen from the gap analysis performed in stage 3 of this research study, the 
tool Tufin SecureTrack supported most of the requirements mentioned in this final 
model of the firewall management tool. But two requirements from this list were not met 
by any of the leading firewall management tools.   Hence the design of an ideal model 
for a multi-firewall management tool would be taking a tool which supports most of the 
requirements and then adding the missing requirements into this tool. The two 
requirements missing from all the three tools are correlation with vulnerabilities and 
Active Directory Integration and LDAP authentication. None of the tools support these 
two requirements. The fact that these two requirements were not implemented by any of 
the Firewall management tool vendors indicates that there might be some limitations in 
implementing these requirements. The tool vendors might have encountered some 
difficulties in implementing these requirements. These limitations may be: 
- Implementation issues due to multi-vendor firewalls 
- Inability to be in line with corporate security policies 
- Difficulty in maintaining standards 
- Unsuccessful quality audits and assurance 
- Improper vulnerability management 
Thus it can be seen that due to the above mentioned limitations, tool vendors and 
companies might have found it difficult to implement these missing requirements in their 
respective firewall management tool. 
 The implementation of these two missing requirements can be shown in the form 
of use case narratives. This implementation was from a high level perspective and was 




Use Case narratives: 
Requirement 1:  Active Directory Integration and LDAP authentication: 
Step 1: The security team demands integration of the active directory with LDAP in 
order to have improved data management and high extensibility. 
Step 2: The firewall management tool user selects the firewalls that need to be given 
LDAP authentication and active directory integration. Selection of appropriate 
firewalls can be done using firewall numbers. 
Step 3: Once the firewalls are selected, by using the centralized console of the firewall 
management tool, the LDAP client authenticates itself to the server.  
Step 4: If the client authenticates successfully to the LDAP server, then the client can 
perform its requests using the Active directory. Thus it provides Active Directory 
integration. The entire authentication process takes place using a domain name 
and a secure password. 
Step 5: Once the selected firewalls are updated with the LDAP authentication and 
Active directory integration, the centralized console on the firewall management 
tool gets a notification about the updates done on the firewalls. 
Step 6: Using the tool, the user then performs an audit on the newly updated firewalls 
and checks if the LDAP authentication works as per the requirements. The tool 
generates an audit report which gives the detailed information about the 
updated firewall and the output of the audit performed (Success or Failure). 
Step 7: The user then sends notification to the security team about the firewall updates 





Requirement 2:  Correlation with vulnerabilities: 
Step 1: The firewall management tool user performs audit on each and every new 
update done in any of the firewalls. 
Step 2: When the firewall performs an operation, sometimes these operations fail and 
the firewalls have a risk of getting exposed to any attack. This failure can be in 
the form of a security attack, or network breach or improper data management.  
Step 3: The tool performs an audit to check which firewalls are vulnerable to which kind 
of operation and the types of attacks. This audit and analysis of these failures or 
incidents thus helps in identification of the vulnerabilities present in every 
operation within the firewall.  
Step 4: The tool then sends an analysis report to the user showing all the vulnerabilities 
and their correlation with the possible threats and firewall operations. 
Step 5: This report from the tool can be then used by the firewall developers to either 
reduce these vulnerabilities or patch them up in order to prevent future threats 
or attacks.  
 
Thus the above use case narratives show how the missing requirements actually work 
in a firewall management tool. From each use case narrative, it is evident that the 
firewall management tool would help in improving the workflow management and 






4.5 Summary  
 
Thus the chapter covered the findings from this research study. The research 
study followed a four step process and thus the findings were provided in four different 
stages along with their outputs. The final design of the multi-firewall configuration 
management tool which is in the form of a list of requirements would prove to be 















SECTION 5. CONCLUSION 
 The previous chapter talked about the findings of this research study. From these 
findings, it can be clearly seen that the functionalities provided by the leading firewall 
management tools do not satisfy all the requirements gathered from Company A and 
the literature review. It is extremely necessary to design a tool which would satisfy all 
the requirements mentioned in stage 1 of the research study. Thus the final design of 
the multi-firewall configuration management tool that represents a set of requirements 
must be present in the tool so that it will prove to be beneficial for the organization using 
this newly proposed tool.  
The multi- firewall management tool with all the functionalities listed in the final 
deliverable would help the organization in practicing effective firewall management by 
increasing security and visibility, improving workflow management and reducing the 
manual, repetitive and error-prone tasks. It would also enable the organization to 
manage all the firewalls according to the corporate security policies. In short, this new 
design of the tool would enhance the management process by conducting audits and 
thus improve the quality and consistency of firewall management by providing a 







4.6  Recommendations for future study  
 
The above research can be extended for future study in order to improve the 
firewall management throughout all the organizations. But before doing that, the above 
given design of multi-firewall configuration management tool should be implemented to 
reap maximum benefits from it. While implementing the design of this tool, it is 
extremely important to see to it that the entire set of requirements is being satisfied by 
the newly implemented tool.   Only then it will prove to be beneficial for companies to 
manage their multiple firewalls. 
For future study, requirements from many more companies can be gathered for 
collecting the necessary requirements. Companies from different fields and working in 
various areas of expertise can be considered for requirements gathering. 
Representatives from such companies can be interviewed and more and more 
requirements can be gathered. Also, these gathered requirements can be ranked based 
on their priority of importance. A list of prioritization can be prepared based on the 
priority of each and every requirement. These priorities will be set depending on the 
company needs and requirements.  
Thus the future work based on the above research can aim at increasing the 
requirements gathering document by making the scope of companies being considered, 
wider. These requirements can then be prioritized to rank them according to their 
importance. This will help the tool vendors to implement more and more efficient and 
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APPENDIX A  






Number of  responses / 




How many firewalls present in the company A? 
 
7 / 8 
Does company A have firewalls from multiple 
vendors? 
 
4 / 4 
How are these firewalls managed presently in the 
company? 
 
7 / 8 
Who can access these firewalls for updating 
process? 
 
4 / 5 
Amount of security exceptions and threats 
coming up on an average? 
 
4 / 4 
How does the company manage workflow 
process? 
 
2 / 3 
What port opening difficulties do they face while 
managing the firewalls? 
 
7 / 7 
What are the major concerns about managing 
and updating the firewalls? 
 
5 / 6 
     How do they manage the ACL’s of each   
firewall? 
 




What security measures do they need while 
managing the firewalls? 
4 / 5 
How are the different port openings utilized and 
for what purpose? 
5 / 5 
How do they add rules to the existing rule set 
presently? 
 
2 / 4 
Which corporate security policies does the 
company A have to meet? 
 
2 / 3 
How is the entire company network secure from 
the outside world while communicating via emails 
and other means? 
 
3 / 4 
How do they configure the devices if new devices 
are added to the network? 
 
2 / 4 
What are their requirements from a firewall 
management tool according to the company 
needs? 
 




How are the security exceptions handled by the 
team? 
 
3 / 3 
How do they control access to authorized as well 
as unauthorized users? 
 
2 / 2 
How do they prevent the network attacks and 
security breaches? 
 
4 / 6 
What is the mechanism to find out the several 
vulnerabilities present? 
 
2 / 3 
What are the disaster recovery plans of 
Company A? 
 




How does the backup system work? 
 
2 / 4 
How do they handle expired IP’s and unused port 
openings? 
 
3 / 4 
What are their requirements from a firewall 
management tool according to the company 
needs? 
 
7 / 7 
How does the firewall auditing process take place 
in Company A? 
 
4 / 5 
 
 
 
 
 
 
